Distributed Secure Filtering for Discrete-Time Systems Under Round-Robin Protocol and Deception Attacks.
This paper addresses the problem of designing a distributed filter for linear discrete-time networked control systems that suffer from randomly occurring deception attacks and bounded disturbances. A Round-Robin-type protocol is applied to schedule communication between filters due to the communication resource constraint. The discrete-time Wirtinger's inequality is used to derive a sufficient condition that ensures H∞ performance of the closed-loop system. A corresponding filter that guarantees the security is designed. Finally, a numerical example of an inverted pendulum system is provided to demonstrate the feasibility of the proposed filter.